DEPARTMENT OF THE ARMY
NETWORK ENTERPRISE TECHNOLOGY COMMAND
REGIONAL CHIEF INFORMATION OFFICE, REPUBLIC OF KOREA REGION
UNIT # 15271
APO AP 96205-5271

REPLY TO
ATTENTION OF:

NETC-SKC-IO £9 pec 2006

MEMORANDUM FOR SEE DISTRIBUTION
SUBJECT: Korea LandWarNet (UNCLAS) Acceptable Use Policy (AUP)

1. The provisions of AR 25-2, Information Assurance, 14 Nov 03, Paragraph 4-5, direct the
minimum information assurance requirements for all Army systems and networks. All new users
will be required to read and sign this AUP prior to accessing UNCLAS Network Resources on the
LandWarNet. This AUP coupled with initial user security training will improve user security
awareness across the peninsula and reduce the insider threat (intentional or unintentional) to our
LandWarNet (UNCLAS) systems.

2. This Korea LandWarNet (UNCLAS) AUP supercedes AUP, Regional Chief Information Office,
Republic of Korea Region, 20 August 2004, Subject: Acceptable Use Policy and is effective

immediately.

3. POC for this action is GS12 Rodney Wagar, DSN 723-2373, rodney.wagar@us.army.mil.

Encl

DISTRIBUTION:
Electronic Media Only (EMO)
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1. Understanding. Iunderstand that I have the primary responsibility to safeguard the
information contained in the Sensitive Information NIPRNet from unauthorized or inadvertent
modification, disclosure, destruction, denial or service, and use.

2. Access. Access to the LandWarNet is for official use and authorized purposes and as set forth
in DOD 5500.7-R, “Joint Ethics Regulation”, AR 25-2, “Information Assurance” or as further
limited by this policy.

3. Revocability. Access to Army resources is a revocable privilege and is subject to content
monitoring and security testing.

4. Unclassified information processing. Your assigned government system on the
LandWarNet is an unclassified information system for your organization.

a. Your government system provides unclassified communication to your organization,
the military services, external DOD elements, and other United States Government organizations.
Primarily this is done via electronic mail and through the World Wide Web. Your government
system is approved to process Sensitive Information.

b. Your government system and the Korea LandWarNet, as viewed by your organization,
are synonymous. E-mail and attachments are vulnerable to interception as they traverse the
LandWarNet, and Internet. Data sent in e-mail and attachments need to be reviewed and verified
(encrypt if necessary) by the user before being sent over the unclassified sensitive network.

5. Minimum security rules, requirements, and unacceptable use. As a government system
user, the following minimum security rules and requirements apply. Iunderstand that
monitoring of my assigned government system will be conducted for various purposes and
information captured during monitoring may be used for administrative or disciplinary actions or
for criminal prosecution. I understand that the following activities include unacceptable uses of
a government information system (IS):

(Initials)

a. Personnel are not permitted access to any government system unless authorized,
trained, and only after reading and completing this Acceptable Use Policy. Ihave completed the
user security awareness training module. I will participate in all training programs as required
both before receiving system access and when refresher training is required.

b. I will generate and protect passwords or pass-phrases. Passwords will consist of
at least 10 characters with 2 each of upper and lowercase letters, 2 numbers, and 2 special
characters. I am the only authorized user of my account. I will not share personal accounts and
passwords or permit the use of remote access capabilities by any individual.
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c. I will use only authorized government hardware and software. I will not install
or use any personally owned hardware, software, shareware, or public domain software.
I will not disable or remove security or protective software or mechanisms and their associated
logs. I will not alter, change, configure, or use operating systems or programs, except as
specifically authorized. I will not introduce executable code (such as, but not limited
to .exe, .com, .vbs, or .bat files) without authorization, nor will I write malicious code. I will not
add user-configurable or unauthorized software (for example, instant messaging, peer-to peer
applications, spyware, chat programs, etc). I will not attempt to strain, test, circumvent, bypass
security mechanisms, or perform network line monitoring or keystroke monitoring. (i.e. change
proxy settings in web browser)

d. I will use Theater Network Operations Support Center (TNOSC) located at
Camp Walker Taegu-provided virus-checking software and procedures before uploading or
accessing information from any system, diskette, attachment, compact disk, thumb drive, or any
other removable and/or portable storage devices. If TNOSC-provided software is not available, I
will utilize the software available on the Army Computer Emergency Response Team (ACERT)
website.

e. I will safeguard and follow guidance on protection strategy for Data at Rest
(DAR) devices. These devices include, but are not limited to, laptops, portable notebooks,
tables-PC’s, thumb drives, external media, and similar systems; referred to as Mobile Computing
Device (MCDs); which are highly susceptible to theft and loss. These devices are identified as
high-risk when authorized for use in remote computing scenarios. All users must ensure that our
sensitive information is protected and defended against unauthorized release. Encrypt all
sensitive data on DAR devices.

f. I will safeguard (and mark with the appropriate classification level, if required)
all information created, copied, stored, or disseminated from the information system and will not
disseminate it to anyone without a specific need to know. I will not attempt to access or process
data exceeding the authorized information system classification level. I will access information
only for which I am authorized access to and have the specific need-to-know. I will not release,
disclose, or alter information without the consent of the data owner, the original classification
authority (OCA) as defined by AR 380-5, the individual’s supervisory chain of command,
Freedom of Information Act (FOIA) official, Public Affairs Office, or disclosure officer’s
approval.

g. [ will not utilize Army or DOD provided information systems for commercial,
financial gain or illegal activities. I will not use ISs in any manner that interferes with official
duties, undermines readiness, reflects adversely on the Army, or violates standards of ethical
conduct. I will not intentionally send, store, or propagate sexually explicit, threatening,
harassing, political, or unofficial public activity (that is, spam) communications (LE/CI
investigators, attorneys, or other official activities, operating in their official capacities only, may
be exempted from this requirement.). I will not misuse government resources involving:
pornography or obscene material (adult or child); copyright infringement (such as the sharing of
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copyright material by means of peer-to-peer software); gambling; the transmission of chain
letters; unofficial advertising, soliciting, or selling except on authorized bulletin boards
established for such use; or the violation of any statute or regulation.

h. I will address any questions regarding policy, responsibilities, and duties to my
unit IMO and/or IASO. Maintenance will be performed by the Systems Administrator,
Information Management Officer, or servicing DOIM only.

i. I will use screen locks when leaving my system for short periods of time and log
off the system when departing the area for extended periods. I will perform a restart on my
government system each work day to ensure that updates are applied and to improve
performance.

j. I'will immediately report any suspicious output, files, shortcuts, or system
problems to my unit IMO and/or IASO. I will report all known or suspected security incidents,
spam, chain letters, or violations of this acceptable use policy and/or AR 25-2 to the IASO, IMO,
and DOIM.

k. I understand that each information system is the property of the government and
is provided to me for official and authorized uses. I further understand that each information
system is subject to monitoring for security purposes and to ensure use is authorized. I
understand that I do not have a recognized expectation of privacy in official data on the
information system and may have only a limited expectation of privacy in personal data on the
information system. I realize that I should not store data on the information system that I do not
want others to see.

6. Penalties. I understand that violations of this agreement may be punitive in nature and
punishable under Article 92 of the UCMYJ or other administrative and criminal statutes. These
violations are covered under paragraph 1-1j. of AR 25-2.

7. Acknowledgement. I have read the above requirements regarding use of my assigned
government system on the Korea LandWarNet. I understand my responsibilities regarding my
government system and the information contained in them.

Unit/Division/Branch Date

Last Name, First, MI Rank/Grade

Signature Phone Number
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1. Understanding. Iunderstand that I have the primary responsibility to safeguard the
information contained in the Sensitive Information NIPRNet from unauthorized or inadvertent
modification, disclosure, destruction, denial or service, and use.

ok g Z7}7]E A B 2] NIPRNet AHEA], BAME AL 3 7he ] 2 A2 AR
AZAY, 4, 75, I&, 4 AL A FAFUTH

2. Access. Access to the LandWarNet is for official use and authorized purposes and as set forth
in DOD 5500.7-R, “Joint Ethics Regulation”, AR 25-2, “Information Assurance” or as further
limited by this policy.

A&, LandWarNet A}-8-2 DOD 5500.7-R, “Joint Ethics Regulation”, AR 25-2, “Information
Assurance”$}, B AL S5 Ao HAE vt 2, 33 02 A7tE Al AT JHe g

3. Revocability. Access to Army resources is a revocable privilege and is subject to content
monitoring and security testing.

A VST AR 3 AL AAEA H2E F JoH, (B TETF EUHAA B
£ & YT AYYTH BSFAE 98 ZE A 2HLe FUEHIHIL HEAELT UeS

AAFUH)

4. Unclassified information processing. Your assigned government system on the
LandWarNet is an unclassified information system for your organization.

Auk AW A7, Mol A &FE LandWarNet & FH A 2H L Fllo] &24FHo] & 2EE&
S guk AR A =BGy ch

a. Your government system provides unclassified communication to your organization,
the military services, external DOD elements, and other United States Government organizations.
Primarily this is done via electronic mail and through the World Wide Web. Your government
system is approved to process Sensitive Information.

EE AR AN2ELE P, & 71, v AT dAE 98 8S
v 28 u] AR 7)o d¥rA) FRE AT, o] AL F2 World Wide
Web) 3} e-mail 2 o] Fol Ut} o] AR A2RELS 7L GEA F2IARE
A & YES FA5 ) ATk

b. Your government system and the Korea LandWarNet, as viewed by your organization,
are synonymous. E-mail and attachments are vulnerable to interception as they traverse the
LandWarNet, and Internet. Data sent in e-mail and attachments need to be reviewed and verified
(encrypt if necessary) by the user before being sent over the unclassified sensitive network.

o) A5 A 2 H 3} Korea LandWarNet & ZUlol] 3l ZE W@ 7|dod Al 22
ou) & zrE Ut} e-mail 3 FH FUE-L LandWarNet 9} JE|N S B3 AFE W FT7H7F
ETAE 9ol dFYth e-mail I JE FYo] TFTE UL ELS I AETE 53 ZA7]
Aol 83 AEHL, B8 Al &¢5387}F Hojof Fyt.
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5. Minimum security rules, requirements, and unacceptable use. As a government system
user, the following minimum security rules and requirements apply. I understand that
monitoring of my assigned government system will be conducted for various purposes and
information captured during monitoring may be used for administrative or disciplinary actions or
for criminal prosecution. I understand that the following activities include unacceptable uses of
a government information system (IS):

Hagel Bot FAHA 87, ALEFA. AN A28 AEAE g EL Bt AN adS
AAor Fuch ‘Ui Yol Al F38 Al the 53 o EUE P o] o] Fojd ¢ o=
AL olgUth T3 BUEF Foll 2 ARI YA EF JHFALe] AARE FeTE
VLS AAFUTL”. E AL A= vl AR R A28 E o] &8t O3 22 T 55 &
s AAFYH..

(Initials)

a. Personnel are not permitted access to any government system unless authorized,
trained, and only after reading and completing this Acceptable Use Policy. I have completed the
user security awareness training module. I will participate in all training programs as required
both before receiving system access and when refresher training is required.

EAL B A FH tig SR ola o FF] 87 T glo] AF A"
AEE 5+ QEUTh EF EAL ALEA 1D Bt §X FF FAL BAEUTH E, A 2F
AL A3E A7) A, & AFH] A3ty doHE FH T2 At AsH T

b. I will generate and protect passwords or pass-phrases. Passwords will consist of
at least 10 characters with 2 each of upper and lowercase letters, 2 numbers, and 2 special
characters. Iam the only authorized user of my account. I will not share personal accounts and
passwords or permit the use of remote access capabilities by any individual.

A GG HdETE e A3 BdS FAASHT 2T I
NEA AR 222 0,222 ) 282 EFER 2 HE o] 10 &} o]t 43 &
RREAFUTH & ERlo] ALgstE AR FrddtA AEE 5 A= AHF2Z, 7iA AR R
FEE BANA FEHA BE Ao, o= FT €AY ASE A

c. I will use only authorized government hardware and software. I will not install
or use any personally owned hardware, software, shareware, or public domain software.
I will not disable or remove security or protective software or mechanisms and their associated
logs. I will not alter, change, configure, or use operating systems or programs, except as
specifically authorized. I will not introduce executable code (such as, but not limited
to .exe, .com, .vbs, or .bat files) without authorization, nor will I write malicious code. I will not
add user-configurable or unauthorized software (for example, instant messaging, peer-to peer
applications, spyware, chat programs, etc). I will not attempt to strain, test, circumvent, bypass
security mechanisms, or perform network line monitoring or keystroke monitoring. (i.e. change
proxy settings in web browser)

QL e AR st=gojo AT Eolvhs At AEF U T3 A
279 stEdo, 2 ZEH, Aold £t FF AZEHAE HAGFAY ¢ &38R
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FASUT Bt BE AT Eo] e WAYUF 221 29 d-E 715

FEAFIAY AASA FASUTH 29 AA, T2OREL T Qlo] £, M, AP =
AF-5 A AL UTH A8 I = (.exe, .com, .vbs EE bat 5] FUE)E HF glo] EQ LA
ok Falgt T=E X FAFUT AMEATE AR S JAY FFHA F2 LT EH
(N2 A, P2P, 27to]¢)o], AH)E AH&8lA] FRAS U B v AUEE &8, 2™,
Bl st AY 2t 8k GASUS (S S, 9 Be Ao A A ¥A 7). £,
HEYa 3 2UEHA, 7|8E 7)15E 317 FASsY

d. I will use Theater Network Operations Support Center (TNOSC) located at
Camp Walker Taegu-provided virus-checking software and procedures before uploading or
accessing information from any system, diskette, attachment, compact disk, thumb drive, or any
other removable and/or portable storage devices. If TNOSC-provided software is not available, I
will utilize the software available on the Army Computer Emergency Response Team (ACERT)
website.

Bolg, drrsy] Aoy, & A2, taA, F57-3Y, CD, USB =] X,
THE A A2 AL o), 7 B Y FA o 9 X35 Theater Network Operation Support
Center (TNOSC)oll A Al g3t wholel2 AN 2238 R A 4L HEA] AHSS e
ek TNOSC 9] Al F & E 9] Al-0] E7153lthH, Army Computer Emergency Response
Team(ACERT) €A}to] EVL A58l FE 2Bl & AHSst s

e. I will safeguard and follow guidance on protection strategy for Data at Rest
(DAR) devices. These devices include, but are not limited to, laptops, portable notebooks,
tables-PC’s, thumb drives, external media, and similar systems; referred to as Mobile Computing
Device (MCDs); which are highly susceptible to theft and loss. These devices are identified as
high-risk when authorized for use in remote computing scenarios. All users must ensure that our
sensitive information is protected and defended against unauthorized release. Encrypt all
sensitive data on DAR devices.

E212 Data At Rest (DAR) o]0l &3 B35 73 & M2 AFHH o] FH|EL
EEE HER PC, RV #FHA G A =dHAY EEE F AT EE FHE
A A (MCDs)E £ o] ZHEL 3] 7HE remote H FE AHEE A AA = AP 0]
22 Fu2 EFH AFUTH REAEAE S 7|Eo] BE o] il 7HH A &
FEZHE BRI stoiof gt DAR FH O] R E 7|HEL ¢33} Hojof gt

f. I will safeguard (and mark with the appropriate classification level, if required)
all information created, copied, stored, or disseminated from the information system and will not
disseminate it to anyone without a specific need to know. Iwill not attempt to access or process
data exceeding the authorized information system classification level. I will access information
only for which I am authorized access to and have the specific need-to-know. I will not release,
disclose, or alter information without the consent of the data owner, the original classification
authority (OCA) as defined by AR 380-5, the individual’s supervisory chain of command,
Freedom of Information Act (FOIA) official, Public Affairs Office, or disclosure officer’s
approval.
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B n JRrgo2RE YA, BAL AFHL FLE REAHRE
RIRAGEYUTH (BLA A A LT FE BAAFUL) B, D& glo] obFol Ay
ARE XA FAFYC E, 2219 Hl‘“‘ A7} TFE WY, dFHAME B FRE
#5311 8tA A on, vd °17} S50l 3gats e el A £lo] A543 Lot & HH
TS R AFYTH E 202, AR 2§, AR 380-5 o HAIH o] 1= OCA(Original
Classification Authority), Zt 7}] Qlo] i & 74]%’;}«] ZH‘QZ} FOIA(Freedom of Information Act),
FRA EE B33 T2 glo] "HeolHE ¥4, f&, T8 A FAFY

g. I will not utilize Army or DOD provided information systems for commercial,
financial gain or illegal activities. I will not use ISs in any manner that interferes with official
duties, undermines readiness, reflects adversely on the Army, or violates standards of ethical
conduct. I will not intentionally send, store, or propagate sexually explicit, threatening,
harassing, political, or unofficial public activity (that is, spam) communications (LE/CI
investigators, attorneys, or other official activities, operating in their official capacities only, may
be exempted from this requirement.). I will not misuse government resources involving:
pornography or obscene material (adult or child); copyright infringement (such as the sharing of
copyright material by means of peer-to-peer software); gambling; the transmission of chain
letters; unofficial advertising, soliciting, or selling except on authorized bulletin boards
established for such use; or the violation of any statute or regulation.

B2, v §F B v A AFee A A2WE AU, 544
FAE A Y = 8FS 6}1_ g AF8-8HA] GAEFUTH B, AR ALRE AN ), 54
AT Eul e Aol o) el skx] FAFYCE &, vl 7t HAY &8 3 71E0l X U=
P& A FAFUSH &, A, AHH, ]“M—i, ARAH EFFH Tl ol %%(-1 :
spam)& 1A FA o, olo] 433 AFUA 1A (LE/CI FAHE, MEAL 5ol 343 4FE T
wzk o] #A AEFHA GEvh)k oA FAFUH. £
L1l Zabou} FF AH| 2o ulH e YT 3hA] FAFU

h. I will address any questions regarding policy, responsibilities, and duties to my
unit IMO and/or IASO. Maintenance will be performed by the Systems Administrator,
Information Management Officer, or servicing DOIM only.

AL, 74, A, 5ol B3l o F Aol gl& o, F-oi IMO 1 IASO 7l
RS AG U AR Bl A2d 2, IMO, DOIM ¥l 3 & &tk

i. I will use screen locks when leaving my system for short periods of time and log
off the system when departing the area for extended periods. I will perform a restart on my
government system each work day to ensure that updates are applied and to improve
performance.

AL g 2357 45 E AR, A E HE ARId 2O E
SFAFUTH T2 A5 ol Eg A E 4FE s WL ALRE 113 1A 7% Asdth

j. I will immediately report any suspicious output, files, shortcuts, or system

problems to my unit IMO and/or IASO. I will report all known or suspected security incidents,
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spam, chain letters, or violations of this acceptable use policy and/or AR 25-2 to the IASO, IMO,
and DOIM.

e dAEE 29, BY, &F ool Zoju Al2F A& F-of IMO 1} 1ASO
A ZA BRua o], ZE B3k AL, spam, A4 U (chain letter), £ A}-8 573 o]1} AR 25-
2 o Yl == P9 E IASO, IMO, DOIM ol Al E3ratAF Y.

k. I understand that each information system is the property of the government and
is provided to me for official and authorized uses. I further understand that each information
system is subject to monitoring for security purposes and to ensure use is authorized. I
understand that I do not have a recognized expectation of privacy in official data on the
information system and may have only a limited expectation of privacy in personal data on the
information system. I realize that I should not store data on the information system that I do not
want others to see.

BE AR A AH] AR AitolH, E1E G5 $UE EH ezt ol
Abgafol e 3 AFUTH B, BAL FFo] AR A 2Ho] $UE FEER AMEHEA
5 FAGL AThE AL S AUt E, AR Al=Fe AGE 45wl
gAY AARE BEE 7O F 93, QA HolBE Aozt HEgS dal
AFUth £, Bl A FANL AR G2 AFEE AR A2 AFHM = ETe

AL €1 AFYh

6. Penalties. I understand that violations of this agreement may be punitive in nature and
punishable under Article 92 of the UCMJ or other administrative and criminal statutes. These
violations are covered under paragraph 1-1j. of AR 25-2.

A4, EQlo], o] Ab& FH L o] Al<l, UCMJ Article 92 9} oo} &€ A H, F3 3 1A
3 A e < AL L AFYT o9} 2 FA e AR 25-2 9 1-1] ) AFH
AFH

7. Acknowledgement. I have read the above requirements regarding use of my assigned
government system on the Korea LandWarNet. I understand my responsibilities regarding my
government system and the information contained in them.

2ol e o] AF A LandWarNet Al=Hol ol ALE 3 & o, BF A&7 A7|
S0 E AR ulgk 2 A9 A FE3] ol AFUT

Unit/Division/Branch Date

Last Name, First, MI Rank/Grade

Signature Phone Number
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